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	DISTRIBUTION:
X District-wide
⁭ Community Relations
⁭ Engineering
⁭ Interpreters
⁭ Pathology
⁭ Purchasing

⁭ Accounting
⁭ Data Support
⁭ Family Medicine
⁭ Laboratory
⁭ Patient Accounts
⁭ Radiology

⁭ Administration
⁭ Data Quality
⁭ HIMS
⁭ Maint/Engineer
⁭ Pediatrics
⁭ Respiratory

⁭ Admitting
⁭ Dental
⁭ Housekeeping
⁭ Medical Staff
⁭ Perinatal
⁭ Senior Managers

⁭ Bio-Medicine
⁭ Dietary
⁭ Human Resource
⁭ Med /Surg
⁭ Perioperative
⁭ Urology

⁭ Bishop Bus. Office
⁭ Education
⁭ Information Systems
⁭ Nursing
⁭ Pharmacy
⁭ Woman’s Health

⁭ Bridgeport
⁭ Emergency Dept
⁭ Internal Med
⁭ ORTHO
⁭ Physical Therapy



Purpose
The Health Insurance Portability and Accountability Act (HIPAA) allows Covered Entities such as Southern Mono Healthcare District (SMHD) clinics and hospital, to be able to release Protected Health Information (PHI) to law enforcement under specific circumstances. The purpose of this policy is to delineate those circumstances and provide a process for documenting instances of release of PHI to law enforcement personnel.

Definitions
PHI means:
Any information, whether oral, ocular or recorded in any form or medium that is created or received by operations of the SMHD; and relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual.

Law Enforcement means:

Any governmental agency or official authorized to investigate, prosecute or conduct an inquiry into a potential violation of law.
Legal Process means:

In the law enforcement context, a formal written demand or request from a judicial or enforcement agency. Disclosure must be strictly limited to the scope of the request. Legal process involves documents like:
· A court order;

· A court ordered warrant:

· A subpoena or summons issued by a judicial officer;

· A grand jury subpoena;

· An administrative subpoena, summons, or investigative demand.

Specifically excluded from this policy are subpoenas issued by a lawyer.
Definitions (con’t)
“Limited Identifying Information” is specifically defined as:
· Name and address;

· Date and place of birth;

· Social security number;

· ABO blood type and rh factor;

· Type of Injury;

· Date and time of treatment;

· Date and time of death;

· Description of distinguishing characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair, scars, and tattoos.

Scope / Applicability

The scope of this policy includes all instances of law enforcement seeking any form of PHI held by the SMHD without the authorization of the patient and not required by state law (e.g.  required reporting of child abuse or neglect).

This policy is applicable to all SMHD workforce members who have access to any form of PHI.
Policy
1. It is the policy of the SMHD to cooperate with all law enforcement requests for any form of PHI to the extent which State and Federal law allow. To that end HIPAA does not require the disclosure of PHI without an individual’s consent or authorization in any circumstance. Rather, HIPAA permits nonconsensual or unauthorized disclosures in specified circumstances.
2. SMHD workforce members may release Limited Identifying Information to law enforcement for the purpose of identifying or locating a suspect, victim, fugitive, material witness, or missing person.

3. Any time SMHD workforce members release PHI to law enforcement it shall be documented using the “Release of Information to Law Enforcement” form. All questions must be completed by the requesting law enforcement person, to include a reasonable explanation for the reason for the request, prior to the release of information. The reasonableness shall be determined by the SMHD workforce member releasing the information.

4. The required documentation provides protection for the SMHD patient, the SMHD, and the law enforcement agency by accurately recording the event of the release.
5. In the event of an emergent circumstance defined by the law enforcement person, such as a rapidly fleeing dangerous suspect, SMHD personnel shall cooperate with the law enforcement person by at least identifying the law enforcement person, providing the requested information, and then immediately documenting the release using the “Release of Information to Law Enforcement”. The form shall be completed within 48 hours by acquiring the signature of the law enforcement person making the request and the respective agency document number of any reports reflecting the use of the PHI released (e.g. incident report; arrest report; crime report).

6. HIPAA requires SMHD workforce members to verify the identity of the person seeking PHI. Workforce members may rely on a badge or similar identification to confirm the request is being made by a law enforcement official. If the request is not being made in person (e.g. by phone), then an official letter head or similar shall suffice for proof, faxed to our agency as soon as reasonable.
7. For the purpose of providing reasonable assurance of the identity of a law enforcement request by phone, requests shall only be completed after obtaining the name and phone number of the requesting party, terminating the call, then calling back the number provided. No PHI shall be released without performing this callback procedure.

8. SMHD workforce members may  release PHI if the member believes in good faith that the information constitutes evidence of criminal conduct that occurred on the premises of a SMHD facility.

9. SMHD workforce members, providing emergency health care in response to a medical emergency, may release PHI to law enforcement if such release appears necessary to alert law enforcement to:
a. The commission and nature of a crime;

b. The location of such crime or of the victim(s) of such crime; and

c. The identity, description, and location of the perpetrator of such crime.

10. In such instances the amount of information released shall be the minimum necessary to inform law enforcement of the three elements described above.

11. In all instances of information released in compliance with this policy, the release shall be documented on the “Release of Information to Law Enforcement” form.

12. The completed Release of Information form shall be routed to the HIMS department for processing. A copy of the completed form may be provided to the law enforcement agency for their records.
13. Violations shall be reported within 24 hours to the SMHD Privacy Officer.

Responsible Department

The SMHD Privacy Officer shall be responsible for the enforcement of this policy.

All SMHD department and clinic managers shall be responsible for the training of appropriate subordinates in the execution of this policy; and the implementation in compliance with this policy by their subordinates.
The HIMS Department Manager shall be responsible for processing completed Release of Information to Law Enforcement forms.
Sanctions:
Violations of this policy may result in disciplinary measures for the involved employee, up to and including dismissal.

Renewal/Review:
This policy is to be reviewed annually to determine if the policy complies with current HIPAA Security regulations and is compatible with current SMHD operations. In the event that significant related regulatory changes occur or hospital operations change, the policy will be reviewed and updated as needed.
Attachments

1. Form: Release of Information to Law Enforcement
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