HIPAA Incident Investigation Summary Report 
Date of incident reported:  _______________________ Name/Title of Reporter: _________________________________
Date of alleged incident: ________________________Company (if external reporter):___________________________
Summary of allegation_______________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________

Type and amount of PHI involved: ( Demographic Information  ( Financial Information    ( Clinical Information

                                     (  Other: ___________________________________________

Who impermissibly used/disclosed the PHI? ________________________ Affiliation_________________________

To whom was the PHI impermissibly disclosed? _____________________Affiliation _________________________

Preliminary Date of Breach: ___________ Date of discovery of Breach____________ Day 60 (date): ____________

Nature of Incident:  ( Unauthorized access/disclosure    ( Loss      ( Theft      ( Improper disposal     (Unknown 

                                   ( Hacking/IT Incident   (Unknown 
Investigation

Names and Titles of Persons investigating Incident: ____________________________________________________________________________________________________________________________________________________________________________________________________

Names/Titles of Interviewed Persons: ____________________________________________________________________________________________________________________________________________________________________________________________________
Summary of Interviews are to be attached to this report.

Documents reviewed (copies to be attached to this report):___________________________________________________

____________________________________________________________________________________________________________________________________________________________________________________________________

Affected Covered Entity(ies):   

	Name of Entity:
	Name of Entity:

	Address:
	Address:

	Telephone Number:
	Telephone:


 ( Additional Entity(ies) involved. See attached list.
Findings/Recommendations:  

	Finding
	Recommendation
	Monitoring

	1.
	1.
	1.

	2.
	2.
	2.

	3. 
	3.
	3.

	4.
	4.
	4.

	5.
	5.
	5.

	6.
	6.
	6.


Safeguards in Place Prior to Breach       ( Firewalls    ( Packet Filtering (router-based)     (  Secure Browser Sessions

  ( Strong Authentication     ( Encrypted Wireless       ( Other
Conclusion:  Allegation substantiated: Yes (   or   No  (  or Partially  (
HIPAA Incident Investigation Summary Report 

Continued
Revised: Date of Breach: _______________Date of Discovery of Breach ____________ Day 60 _______________ 

Breach Affecting     ( 500 or More Individuals        OR      (  Less Thank 500 Individuals    
Location of Breached Information  (  Laptop     ( Desktop Computer   ( Network Server   ( E-Mail  (  Portable Device 
Breach Notification:  Incident meets definition of Breach for notification purposes as defined by HITECH Act

                                                 Yes (     or    No   ( 

(Attach copy of Risk Assessment to this report.) Refer to Policies: Breach Management and Risk Assessment for Breach 

Comments: _______________________________________________________________________________________

 ________________________________________________________________________________________________

 ________________________________________________________________________________________________

Reporting and Notifications

1.  Externally reported to:  ( Covered Entity       ( Law Enforcement    (Attach correspondence to this report).

2.  Internally reported to:  ( Legal Counsel       (  Governing Body         ( Compliance & Ethics Committee    

     (Attach coy of correspondence to this report).

3.  Other notifications (Attach correspondence to this report):____________________________________________

4. Notification delayed due to  ( Verbal request from Law Enforcement   OR    ( Written Request   (Attach supporting    

    documentation). 

Corrective Action Plan

	Corrective Action
	Date Initiated
	Date Completed
	Responsible Party

	1. Security and/or Privacy  

    Safeguards 
	
	
	

	2. Mitigation
	
	
	

	3.  Sanctions
	
	
	

	4.  Policies and Procedures
	
	
	

	5.  Other
	
	
	


Monitoring

Monitoring of corrective action is based on findings.

	Corrective Action #
	Findings of Monitoring
	Comments/Additional Recommendations

	
	
	

	
	
	

	
	
	

	
	
	


Completed by:

________________________________

____________________________
Name and Title




Date 

PAGE  
1
June 2011 


